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Introduction

B We are developing VNode and VNode Platform in a
collaborative project.
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Inspire the Next

B VNode is a deeply-programmable
physical node with network-virtualization function.

B Deeply-programmable: packet data processing, such as
new non-IP protocol processing, can be programmable.

B VNode Platform is a virtualization platform, which enables
concurrent creation and use of multiple slices (virtual
networks).
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Research Goals

B Research goals are federation among two or more
virtualization platforms including the VNode Platform.

B Final goal: Heterogenious federation

& To federate new VNode Platform and several other platforms
including ProtoGENI (developed in GENI Project in US).

B First goal: Homogenious federation of VNode Platforms

& To federate two or more previously-developed VNode Domains.
-- This VNode Platform does not have federation functions.

€ To enable Non-IP data communication on a cross-domain slice.
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Network Virtualization Platform and VNode

B Multiple slices can be created on one physical network

in this architecture and platform.
@ Slices means virtual networks.

g Slice developer -\

Slice definition > Domain
<xml > Controller [ 1

e, SRS v 7.7

Irtualization platform

B VNode (virtualization node) is a component of the
network virtualization platform.
€ \VVNode is a physical node.
€ VVNode forwards packets on the platform as a router.
® Slices are implemented as overlay networks on the platform.

€ \VVNodes are connected by tunnels using GRE/IP.
¢ GRE (Generic Routing Encapsulation) is a protocol standardized by IETF.
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Slice Creation and Management
in the VNode Platform

B The developer describes a slice design that represents
the specification of the virtual network.

€ The design describes virtual nodes, virtual links, and binds them
(binding relationships between them).

€ The design is described by using an XML-based language.

B A slice is created by sending a slice design to the
domain controller (DC) of the VNode Platform.

Slice specification

- Operation Domain Virtualization
Slice S % controller B
VN1 N1 (Creatlon’ //ll\\~~~\~§~ (domain)
VL13 JVL12 modification, o ~
VN2 |..N2 deletion, etc:
H#_I\MB N3
VN3 |- 4
VNode V0L12 VNode %
N2 N3 [
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Federation between Virtualization Platforms

B Federation functions between virtualization platforms
€ Resource discovery functions
# Slice handling functions
€ Queries on statistics and manifests

B In this paper/presentation, we focus on slice handling
functions, especially, slice creation.

B Slice handling functions

€ Functions to create and to manage a slice that spread among
multiple virtualization platforms from a single platform.
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Federation between Virtualization Platforms
(cont’d)

B Basic federation method

€ Instead of submitting the slice specification to both domains,
it is passed to one domain and it passes the slice specification to

the other domain.

Slice specification Domain A
i ) F i
Slice S Operation =— ec?leratlon API
... N11 Controller |:> (Sllcg Exchange
(creation, N Point, SEP)
... N12 | modification, etc. >

Domain B

Domain

Controller

I\
/'\

... N21
... N22
BN
B More complicated messaging pattern
Federation | ¢ )
AP Domain B
Slice :> Domain A 4 ":
specification oma % . Federation
Fedzgt'o Domain C—~z28k—Domain D
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Conceptual Outline of Federation-less Federation
(contribution)

B A virtualization platform without federation functions

does not have a concept of “other domain”.
€ The “own domain” is the only domain.

B The part of the slice in other domain must belong to

the own domain.
€ This means that the other domain is a sub-domain of the own

domain.
€ Information in the part of the slice in the other domain |[siice s
must be hidden from the DC in the original domain. Domain D1

s ] T TECI T P SR SRR T S - NP SRR —C VN1 NI44
¢ Ine palrtis to pe Mmanaged only Dy e Do In e - N

other domain.

VN2 |... N12
e Duplicated management of the part must be avoided,
this part must be hidden.
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Conceptual Outline of Federation-less Federation
(cont’d)

B Domain proxy node (DPN) concept

€ The only way to express a sub-domain is to use a virtual node.
-- to express as a node belongs to a pseudo VNode (DPN)

€ DC can manage a DPN in the same way as a normal VNode.

B DPN conceptually contains an image of the other domain.
€ DC maps a pseudo virtual node (PVN) on a DPN by using the same
way as for a normal virtual node.

€4 The PVN must contain a part of the slice specification for the other
domain (B) as a sub-structure.
Domain A Domain B

Domain proxy node
Subdomain)

_ Domain proxy node
Federation (Subdomain

1= =)
/XN 7N

Image of the Image of own Image of the Image of

other domain domain other domain own domain
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Federation Architecture: Three components

B Domain proxy node (DPN)

€ DPN receives a specification of PVN that contains the other-domain-part of
slice definition and sends it to Gatekeeper.

B Gatekeeper

& Gatekeeper receives the other-domain-part of slice definition and sends it
to the other domain through the Federation API.

B Gateway
& Gateway converts the data pac_:ket from intra-domain format to inter-domain
format. Domain D1 “ ‘Domain D2‘-E
Domain Gate- |+== -) Gate-
keeper 1 |€---t----+ keeper 2
B The numbers of DPN, Conti?"er / f\’ 2 P
gatekeeper, and gateway Comimon AP | /| Federation
may be the same or AP S AP
. . . Domain | 1 (control plane)
different in federation of oroxy | |
three or more domains. node P11 ¢
\ Gate- ' I, X Gate-
w1 7| way2
______ S N12 Data exchange
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Homogenious federation
Process 0: Propositions

B A symmetrical slice is used Canonical slice specification
(Domain-independent form)
for example. Sl S

Domain D1

—o¢ VN1 | N11

VN2 |... N12
[Domain D2

VN3 | . N21

—o=0 VN4 [... N22

B This example handles a homogenious federation, but
this method can be applied to heterogenious
federations.
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Homogenious Federation
Process 1: Sender side

B In a slice specification given to the DC, the PVN
encloses the part of the slice for the other domain.
€ The DC does not look at the inside of the PVN.
B The DC distributes the slice specification to the DPN, as
well as normal VNodes, using the same API (step 2).
B The DPN sends the slice specification to the other domain

through the gatekeepers (steps 3, 4).
& The slice definition is in the domain-independent form.
Domain independent form

Slice specification S1 (domain dependent form)
e (1) Domain D1 .%""‘-(4)-" Domain D2
_0\::\{ .. N11** Op"eration Domain - Gate- ks Gate- __) Domain
VLA TS - controller / keeper1 <;~-- ---§- keeper2 controller
> VN2* |.. N12 (creation, "~ 4 /TR -
VL23 moSHIESHEN. Commoﬁ AP/ (2 ) IFederatlon.' N .Common API
O B (3) L 0T
VirtualNode PV1* | APl | \ge””
b-bVN3* | N2 Domaln 1 i | Domain
o— " Proxy | 1 i | Proxy
L Node P11] | INode P21
-0 \VNg* | .. N22** ) V: \—Y
W\ [Gater | |..,] Gate \
.. P11t .| VNode VNode |\ Lway 1 | iLway2 | | VNode VNode | /
—L_N12 Data exchange protocol L _N22 /K .....
12

(GRE, VLAN-based tunneling, etc.)
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Homogenious Federation
Process 2: Receiver side

B The gatekeeper of the receiver-side encloses the part of the

slice for the sender domain and send the slice specification
to the DC (step 5).

B The DC distributes the slice specification to the DPN, as well
as normal VNodes, using the same API (step 6).

B The slice definition is processed in the same method as in

the sender side except the gatekeeper does not send it to
the sender side.

Slice specification S2
” & Gatekeepers tracﬂks the state‘ﬂ. (domain dependent form)
Domain D1 Domain D2 " [siice s
Domain Gate- "' """ ) Gate- (5_)_> Domain O{:Ieration VirtualNode
contﬁrﬁo\ller keeper1| z8—) k?ep:rZ —\ corﬁfoller (creation, | ¢ VYNT* | ... N119)
AT 7 b / \ i maodification,
COI'/an']Of]\ Ap{ e III :Federatlor: (7)\\ (9) etC) VN2* | .. N12*1
- N, APl ' TN\,

Domain \GCIt G Ii: Domain

.
proxy proxy vigart - P21
node P11/ | I |hode P21
v / \ ¥ . N21*
Gate- || ...] Gate-
VNode VNode w1 ww VNode - VNode | / N22*
......... ——L_N12 Data exchange protocol L_N22 —
(GRE, VLAN-based tunneling, etc.)
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Message Loop Avoidance

B Inter-domain messages may cause an infinite loop

because the conceptual structure is recursive.

€ There may be many recursion patterns when there are three or

more domains.

Domain
Contrbller

N

Domain D1

EREE VA
Doman W
\&qé/
Node P11

~ 7/

B An Infinite loop must be avoided by using message

Domain D2

-
-

BRI

~ P d
\ Domain

Node P21

Domain

— roller
(C)

identification and/or marking.
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Manageable Inter-domain Links
for Non-IP Communication

B A link that corresponds to each inter-domain virtual
link is created by stitching three sections.

€ The inter-domain section is created through the gateway control
interface (GCI) while inter-domain messaging.

€ The intra-domain sections are created in the same method as
normal virtual links in a domain.

Node bl DPN Gate- |Federation| Gate- DPN

Node
N12

> € - =—=>
P11 keeper 1 API keeper 2 P21 N22
Gateway C‘i-‘;ontrol Interfaqfe (GClI) Gatevxéiay Control Intérface (GClI)

"

=

yGateway 1 \Gateway 2}
VNA1( —J) conv I —)conv (T VN4
VL14i1 p— MAC VlLlde MAC _ Ip VL14i2 [p——
Domain D1 Cross-domain network Domain D2

B The gateways may convert inter- and intra-domain
protocols if necessary.
€ E.g., In the current VNode Platform,
GRE is used for intra-domain, VLAN is used for inter-domain.

€ Gateways may be bipassed if no protocol conversion is required.
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Issues Iin Federation-less-Federation Method

B Restriction on modification

@ If the domain does not have a command to update a virtual node,
there is no way to update the structure of the other domain.

B Difficulty in collecting information

€ Resource discovery, statistical query, and asking manifests* may
be difficult to implement because the DC of a domain does not

collect information of the other domain.
*manifests: virtual-node host-names or addresses, etc.
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Implementation and Evaluation®

B An example of slice specification used for the

evaluation is shown.

@ Slice specification given to
domain 1

e XML text >

e Diagram

J

Slice federation-h  Domain D1 Domain D2
“VirtualNode” PV1
b2
Access VirtualNode VNO bl VirtualNode VN1
Gateway

5¥q Slow-path SP1

... (physical node
not assigned)

... P11forD2

ele2 vibl

® Slice specification generated
for domain 2

Slice Federation_VI_Hitachi-federation-h1_PV1_1
“VirtualNode” TOP  Domain D1

Domain D2
__wn100

VirtualNode __SP01 | ViPl

wn001

... (physical node
not assigned)

... (physical node
unknown)

... P21forD1

<inkSTiver name="TnterDomainbink" type="Tink" subtype=" . . .
<vports><vport name="e1" /><vport name="e2" /></vports> InterDomain virtual link
<linkSliver name="IntraDomainLink" type="link" subtype=
YVports>

IntraDomain virtual link

<vports><vport name="el" /><vport name="e2" /><
e ars,

<nodeSlivers>

<node! t|ver nan;e: Tt 97: progt> — t
<vports><vport name="v| ><vport name="v| ></vports> H H H
e et g P> Virtual node in domain D1
<sliverdef>
<

<nodeSliver name="SP0" >
<vports><vport name="vipl" /><vport name="vip2" /></vports>
<instance type="SlowPath_VM" subtype="KVM">
<resources>...</resources>

<params>
<p aram key="bootimage" value="http://192.168.50.50/nict-test/sp/KVM_Ubuntul010Server32.img" /b

A slow-path VM

</params>
</instance>
</nodeSliver>
</nodeSlivers>
<linkSlivers>...</linkSlivers>
</sliverdef>
<structure>...</structure>
<'|13.arams><param key="authKey" value="ssh-dss ... vnode@ubuntul" /></params>
</hierarchy>

</nodeSliver>
<nodeSliver name="PV1" type="prog" >
<vports><vport name="vpl" /></vports>
<hierarchy>
<sliverdef>
<nodeSlivers>
<nodeSliver name="VN1" type="prog > . . .
Syportszeyport name="vip1" /></vports> Virtual node in the other domain (D2
<sliverdef>
nodeSli g
<nodeSliver name="5P1">
<wports><vport name="vipl" /></vports>
<instance type="SlowPath_VM" subtype="KvVM">
<resources>...</resources>
<params>
<param key="bootImage" value="http://192.168.50.58/nict-test/sp/KVM_Ubuntul010Server32.img" /¢
</params>
</nstance>
</nodeSliver>
</nodeSlivers>
<linkSlivers>...</linkSlivers>
</sliverdef>
<structure>...</structure>
<params><param key="authKey" value="ssh-dss ... vnode@ubuntul" /></params>
</hierarchy>
</nodeSliver>
</nodeSTivers>
<linkSlivers>
<linkSliver name="In01" type="link" ><vports><vport name="el" /><vport name="e2" /></vports></linkSliver>
</linkSlivers>
</sliverdef>
<structure>
<bind name="b1"><vport sliverID="__TOP__" portname="vp1" /><vport sliverID="1n01" portname="el" /></bind>|
7liimitname="b2" ><vport sliverID=“VN1" portname="vipl" /><vport sliverID="In01" portname="e2" /></bind>
</structure>
<params><param key="authKey" value="ssh-dss ... vnode@ubuntul" /></params>
</hierarchy>

</nodeSliver>
<nodeSliver name= 0" type="agw ><Vports><vport name="vp1l  /></vports></nodesSlivel>
Virtual access gateway

nterDomainLink” portname=" 1;1></bind>

Other domain (logical domain)

A slow-path VM

AOUESTIVErs,
</sliverdef>

"b11"><vport sliverID=""PV1" portname="yp1" /><vport sliverID= 1 1
12" ><vport sliverD="NS00" portname="vpl" /><vport sliverID="InterDomainLink' portnam /></bind>
<bind name="b21"><vport sliverID="AG00" portname="vpl" /><vport sliverID="IntraDomainLink" portname="el" /></bind>
<bind name="b22"><vport sliverID="NS00" portname="vp2" /><vport sliverID="IntraDomainLink" portname="e2" /></bind>

</structure>
</slicespec>
<ma g e="

al domain mapping

9~ Logical-physic
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Implementation and Evaluation (cont’d)*

B The sequence and measured time is as follows.

Domiain D1 Dorrlain D2
Time Man \ ( | Time
(s) ' Slice (s)
developer Portal DC PN (VNM) GK GK PN (VNM) DC Portal
0 res|'erve reserveSlice Sli
slice reserveSlice
request | (request) | “request) re(sr%rggglsﬁ?e
0.002 . reservelink
Downward processing: 1&3
i 3.8 s (estimated) request&reply)
;Oﬂz‘* """""""""""""""" . Slu Sl Preprocessing:0.3s -~
! créateSlivers 0.047,
E request) S login (request/reply) - - - - _f______ :
| ! . 0.297
| ! resg¢rveSlice (reqyest)
: : _ 4.033
: : reserveNode reserveSlice reservesSlice
! : (request) | (request) (request)
| rese1r\é%Liuk 4.044
: Waiting time: 10.5 s (:equest&reply Downward processing: 3.8 s
! | l..a074
: ! fes?rrgelede Upward processing: 4.0 s
! ! (reply) (reply)
! ! 8.067
: ! Y regerveSlice (regly) - = g0
i | :r ---------- logdut (request/ raply) 7.961 E
: i : ind (reques |
! i ! 2 (req bind (requéest&reply) !
S P Upward processing: ___ | _________ o — bind (reply)| Postprocessing: 2.5 s10.539 |
10.590 4.0 s (estimated) —
— SserveNode createSlivers
reserve | reserveSlice | reserveSlice == Sy (reply)
slice (reply (reply)
reply
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Conclusion

B This paper proposes a method of federation between
domains without a federation function.

B The proposed method enables non-IP data
communication on the slice.

B The federation method was successfully implemented
on the VNode Platform.

B Future work includes heterogeneous federation,
especially federation between VNode Platform and
ProtoGENI. 1|

€ A limited implementation has been
already demonstrated in GEC 16
(i.e., 16th GENI Engineering Conference).
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